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Bitdefender 

 Tehnologia anti-malware #1 in lume 

 Prima firma de securitate ce a primit recomandari de top de la cele mai respectate 

institutii independente de evaluare din US, UK si Germania.  

 Tehnologiile Bitdefender sunt integrate si in alte produse de : F-Secure, GData, 

Qihoo, Bullguard , IBM, Acunetix, GFI, Ipswitch, etc 

 Singura solutie de antispam care a castigat toate cele 18 premii Virus 

Bulletin 

 BitDefender protejeaza peste 500 de milioane de clienti in toata lumea 

 4 birouri in Romania, inca 7 in afara 

 350+ ingineri in echipa de R&D 

 Produse localizate in peste 20 de limbi 
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Adolescenti 
– Nevoia de atentie 

– Singuratici 

 

Cyber-criminals 
– Bani 

– Foarte bine organizati 

 

Atacuri la scara larga 
– Social Engineering  

– Mass Mailers 

 

Atacuri targetate 
– Spyware/Adware 

– Automated Variant Creation and 

Morphing  

– Persistent Threats 

Probleme 
– Incetiniriea retelelor si serverelor 

– Pierderi de date 

 

Cyber-crime 
– Frauda online si furt de identiate 

– Atacuri la nivel de organizatie 

 

Cine? 

Cum? 

Ce? 

Ce s-a schimbat? 
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Razboi Cibernetic 
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De ce vorbim despre securitatea dispozitivelor 

mobile? 

In 2013, numarul de abonamente de telefonie mobila este aproape egal cu numarul 
de persoane de pe glob.  
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Impartirea pe sisteme de operare 

Sursa: av-comparatives.org 
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Ce contine un telefon mobil 

1. Localizarea GPS  

2. Conexiune la internet 

3. Microfon 

4. Camera foto  

5. Retele wireless 

6. E-Mail 

7. Sms-uri 

8. Apeluri 

9. Lista de contacte  

10. Informatii personale 

11. Diferite metode de plata 
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Ce am vazut in ultima perioada 

1. Metode de obfuscare complexe 

2. Polimorphism 

3. Botnets de Android 

4. Solutii de securitate false 

5. Ransomware (Android Defender anul trecut si Reveton acum 

doua saptamani) 

6. Minim 300 de familii intalnite 
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Reveton / IcePol Ransomware 

1. Infectia are loc de pe site-uri 
cu continut pornografic 
 

2. Se downloadeaza un view-er 
specializat 
 

3. Accesul la desktop va fi 
blocat 
 

4. Se cere o taxa de 300 USD 
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Mesajele sunt localizate 
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AndroRat 

1. Remote Administration Tool 

for Android 

2. Dezvoltat in Java de 4 

studenti ca si proiect de 

facultate 

3. Scopul aplicatiei este sa ofere 

control total asupra telefonului 

mobil 

4. https://www.facebook.com/hac

king101/posts/579643265458

393 

5. https://github.com/wszf/andror

at 

 

https://www.facebook.com/hacking101/posts/579643265458393
https://www.facebook.com/hacking101/posts/579643265458393
https://www.facebook.com/hacking101/posts/579643265458393
https://www.facebook.com/hacking101/posts/579643265458393
https://www.facebook.com/hacking101/posts/579643265458393
https://github.com/wszf/androrat
https://github.com/wszf/androrat
https://github.com/wszf/androrat
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Already known on the web 
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Bitdefender  

Mobile Security  
for Android 
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Malware Scanner 
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WebSecurity & Application Audit 
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ANTI-THEFT IN MYBITDEFENDER 
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Orange Antivirus 

• Functioneaza pe toate versiunile de 

Android de la 2.2 in sus 

 

• Inclus automat in abonamentele noi 

 
• Size: 2.0M 
 
• Installs: 100,000 - 500,000 
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25% 




